T
N

El NEWPARK | i/

Microsoft Authenticator Setup
Through Phone

THE OFFICE OF

INFORMATION

- TECHNOLOGY - :

¢

o) ¢</>o 6{:{:?‘ ‘o ﬁ

SUPPORT SECURITY APPLICATIONS NETWORK  INFRASTRUCTURE ~ EDUCATION

Documentation

Author: FYang

Yang, Fernando
Approved by: Parks, James
Creation date: 11/1/2024
Last update: 11/1/2024
Version: 2024110102

Status: Final




Content

O] 01 (= o | PP PPPPPPPPPP 2
PUIDOSE .. e e e e e e e e e e aaar 2
RS To 0] o1 OSSR 2
Topic 1: Initial Authenticator Setup through Phone.............cccoooiiiiiiiiii e, 3
Begin Authenticator APP SELUD ..... i i 3
FaYo [ N eToto 10T o) A 0 IR { g1 N o o 1 3
Topic 2: Continue Setup on Mobile BrOWSEN .........c.cccoiiiiiiiiiii e, 8
SiGN IN 1O YOUF BIOWSET ...ttt 8
Topic 3: Continue Between App and Mobile Browser Setup ..........ccceiiiiiiiiiiiiiiiiie e 12
ConfirM the SEIUP ....ue e e e et e e e e aaaaees 13
Topic 4: Setting Phone Number as Alternate Authentication Method.............cccccceeeeii i, 16
Adding Phone NUMDET .........e e e 16
Enter Your Phone NUMDET ... 18
Verify with the Received Code............coooviiiiiiiiii 18
1= (8] o T 0] 0] o] 1= 1= Yo 1SRRI 19
Do TeT0 ] 0 1=T 01 A @0 o) L 20
(07 g F= T To I S (=T oo ] o PP PP PP PPPPPPPPPPI 20
LAY ==Y = PSS 20
(D11 g1 o 10 (o] o PSS UPPPPTRPPRRR 20
Purpose

The purpose of this document is to define the steps to set up the Microsoft Authenticator for
your account.

Scope

This document will provide step-by-step instructions on setting up the Microsoft
Authenticator.
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Begin Authenticator App Setup
¢ Open the Microsoft Authenticator app.
o The Microsoft Authenticator app should already be installed
on your company phone.
= |f the Microsoft Authenticator app is missing, install it
through the Comp Portal app.
= Please reach out to Business Support if you are
having any issues.
o Microsoft Authenticator NOT already downloaded to your
preferred mobile device?
= Use this link to install:
https://www.microsoft.com/en-us/security/mobile-
authenticator-app
e The Microsoft Authenticator app will look like the sample image
below.

Authenticator

Page 3

Add Account in the App

e Begin by opening the Microsoft Authenticator app.

e If there is a Newpark account already added, please remove it first.
Tap on the account.

e Tap the settings icon (gear icon) on the top right of the screen.

Newpark

Resources, Inc.
@newpark.com

WAYS TO SIGN IN OR VERIFY
Notifications enabled

You can use this device to approve notifications to
verify your sign-ins

OTHER WAYS TO SIGN IN

[ Enable phone sign-in

MANAGE
£ Change password

&, Update security info

@ Review recent activity


https://www.microsoft.com/en-us/security/mobile-authenticator-app
https://www.microsoft.com/en-us/security/mobile-authenticator-app

¢ You will be greeted by a popup window.
o Tap “Yes, this app only”.

Account name Newpark Resources, Inc. >

¢ Tap on “Remove account”.

Account name Newpark Resources, Inc.

Connected account
% This account is used to sign in to other apps on

Connected account
. . . . this device
% This account is used to sign in to other apps on
this device o
=1 After removing your account,
1o . you will not be able to use this
<? Create a passkey (preview) device to verify your identity.

You will lose access to
organization resources such

Remove account as email, files and business
applications.

Yes, this app only

All apps on this device

Cancel
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¢ In the Microsoft Authenticator app on your phone, tap “Add account”. e Tap on “Work or school account”.
= Authenticator “F

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

R Other (Google, Facebook, etc.)
Ready to add your first account?

Any Microsoft account or other type of
account you add will appear here.
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e Tap on “Sign in”. e Sign in with your email.

e Tap “Next” to continue.
4 Add account P
Cancel
WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account > =- Microsoft
I

Mo -

Email or phone

Other (Google, Facebook, etc.) >

Can't access your account?
Add work or school account

Sign in

Scan QR code

Cancel

Q Sign-in options
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e Enter your password. ¢ You will encounter a page prompting you to finish the setup on a
e Tap on “Sign in”. browser.

e Tap on “Open browser”.
Cancel
Cancel

& -@newpark.com -@newpark.com
Enter password Finish setting up on a web
browser

To set up Microsoft Authenticator, you'll need
to go to aka.ms/mfasetup on a web browser.

Cancel Open browser

Forgot my password
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Topic 2: Continue Setup on Mobile Browser

Sign in to Your Browser ¢ You will need to sign in using your email.
¢ You will be taken to the Microsoft login page. o Tap “Next” to continue.
¢ You may be prompted to use a certificate when accessing the
login page. BE Microsoft

e Tap on “Continue”. Si .
ign in

Email, phone, or Skype

No account? Create one!

Can't access your account?
Next

“device.login.microsofton-
line.com” requires a client ‘

certificate Q Sign-in options

AA & login.microsoftonline.com &
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Enter your password. ¢ You will be asked if you would like to stay signed in.

Tap on “Sign in”. ¢ Tap “Yes” to continue.
10:40 ¢ PR ﬁ
<« Authenti...
-@newpark.cnm
f Stay signed in?
< -@nEWDark'wm Do this to reduce the number of times you are asked to
Enter password signin.
ssssssssssss D Don't show this again
Forgot my password No Yes

Terms of use  Privacy & cockies e Terms of use Privacy & cookies

AA & login.microsoftonline.com ¢ AA & login.microsoftonline.com G
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¢ You will encounter a page indicating more information will be ¢ You will be greeted with a “Keep your account secure” page to begin

required. linking the Microsoft Authenticator app to your account.
o Tap “Next” to continue. o Tap “Next” to continue.
% ﬁ 2
e evwpark.com

More information required Keep your account secure
Your organization needs more information to keep your
account secure

Use a different account

Microsoft Authenticator

e Start by getting the app
Next

On your phone, install the Microsoft Authenticator app.
Download now

Learn more

After you install the Microsoft Authenticator app on your
device, choose "Next".

| want to use a different authenticator app

I want to set up a different method

Terms of use  Privacy & cookies

AA & login.microsoftonline.com  C

AA 8 mysignins.microsoft.com ©
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Tap “Pair your account to the app by clicking on this link.”
¥ ?

Keep your account secure

Microsoft Authenticator

a Set up your account in the app

-

When finished, come back to this setup experience.
Pair your account to the app by clicking this link

Show QR code

| want to set up a different method

AA & mysignins.microsoft.com G

Page 11



Topic 3: Continue Between App and Mobile Browser Setup

¢ You will be greeted with a small window to confirm opening the link ¢ You will be taken to the authenticator app.
in your Microsoft Authenticator app.

¢ You should now see your account within the app.
e Tap “Open” to continue.

= Authenticator QL

Newpark Resources, Inc.

G ewpark.com

Open in “Authenticator”?

00
AA mysignins.microsoft.com ¢ ox

A L © G

Authenticator Passwords Addresses

Verified IDs
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Now transition back to your browser.
Back on the “Keep your account secure” page, tap “Next” to
continue.

b ?

Keep your account secure

Microsoft Authenticator

a Set up your account in the app

When finished, come back to this setup experience.
Pair your account to the app by clicking this link

Show QR code

| want to set up a different method

AA & mysignins.microsoft.com e
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Confirm the Setup

You will need the number shown on your browser screen for
your authenticator app.
The example image uses the number: 59

b ?

Keep your account secure

Microsoft Authenticator

Let's try it out
\/ y

- Approve the notification we're sending to your app
by entering the number shown below.

59

Back

| want to set up a different method

AA & mysignins.microsoft.com




Now transition back to the authenticator app. e Now transition back to your browser.

You will need to type in the number that was shown on the browser o Tap “Next” to continue.

screen. ,

Type in the number. Then, tap “Yes”. 1 4
= Authenticator Q + Keep your account secure

EI Newpark Resources, Inc.
Il erevpark.com Microsoft Authenticator

. . I Notification approved
Are you trying to sign in? v

Newpark Resources, Inc.

2 newpark.com
Enter the number shown to sign in.

|k:Hter number

| want to set up a different method

No, it's not me Yes

1 2 3
ABC A DEF
4 5 6
GHI JKL MNO
7 8 9 AA & mysignins.microsoftcom
PQRS TUV WXYZ
0 &
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You will be greeted with the success page for registering the ¢ You will see the Microsoft Authenticator added as a sign-in

authenticator app. method in your Security Info page.
Tap “Done.”
% ‘ My Sign-Ins oxc !/
ﬁu ? = Security Info
Keep your account secure Security info
These are the methods you use to sign into your account or reset your
password.
Success! You're using the most advisable sign-in method where it applies

Sign-in method when most advisable is unavailable: Microsoft

Great job! You have successfully set up your security info. Authenticator - notification change

Choose "Done" to continue signing in
Default sign-in method: t Add sign-in method
Password

(=N
Microsoft Authenticator
jcros =

Last updated
4 days ago

m Change

@ Microsoft Authenticator

Push multi-factor authentication (MFA)
iPhone 12 mini

Delete

Lost device? Sign out everywhere

AA & mysignins.microsoft.com &) )
AA @ mysignins.microsoft.com
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Adding Phone Number e The menu will expand from a blade.

e On your mobile browser, go to https://mysignins.microsoft.com e Tap on “Security info”.
¢ You may need to log in with your Newpark credentials.
. “ PR} b ign- v o )
e You will be taken to the “Recent activity” page. ¢ =y g =
e Tap on the hamburger menu on the top left.
_f::‘. Overview
3 '}LL‘ My Sign-Ins > [ |
auld review your
Recent activity = Devices |
You should recognize each of these recent activities. If &, Password
one looks unfamiliar, you should review your security
info. E=1 Organizations
g System
() Settings & Privacy
O Recent activity 0 :
g System

AA & mysignins.microsoft.com

O (AR

AA @ mysignins.microsoft.com
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https://mysignins.microsoft.com/

You will be taken to the Security info page.

You will be greeted by a popup window.
Tap on “Add sign-in method”

Tap on “Choose a method” to reveal a dropdown menu.
Choose “Phone” then click “Add”.
t ‘ My Sign-Ins - @

= Security Info

Security info

These are the methods you use to sign into your account or reset your
password.

You're using the most advisable sign-in method where it applies.
Sign-in method when most advisable is unavailable: Microsoft
Authenticator - notification change

+ Add sign-in method

P . Add a method X
‘ASSWOT
=
Last updated: Which method would you like to add?
4 days ago
Change
Phone W, l

@ Microsoft Authenticator

Push multi-factor authentication (MFA)

iPhane 12 mini

Delete

Lost device? Sign out everywhere

AA mysignins.microsoft.com @ o .
mysignins.microsoft.com ¢
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Enter Your Phone Number Verify with the Received Code
e Enter your cell phone number for authentication. ¢ You will receive a text message containing the six (6) digit code.
o Tap “Next” to continue. e Enter the code in the “Enter code” field.

o Tap “Next” to continue.

Phone X

You can prove who you are by receiving a code on your
phone.

Phone

We just sent a 6 digit code to +1 || | [ Il £nter
the code below.

What phone number would you like to use?

Gmted States (+1) 9 Enter phone number

Enter code

@ Receive a code

Resend code
Message and data rates may apply. Choosing Next means
that you agree to the Terms of service and Privacy and

cookies statement.

Back

AA mysignins.microsoft.com ¢ AA mysignins.microsoft.com G
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The verification will complete, and the phone number will be

registered.
Tap “Done”.

Phone

° Verification complete. Your phone has been registered.

AA

mysignins.microsoft.com
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Setup Completed
¢ You will now see your phone number registered to your account.

f | My Sign-Ins @

= Security Info

Security info

These are the methods you use to sign into your account or reset your
password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft
Authenticator - notification change

-+ Add sign-in method

Phone
% .

Change Delete

Password

Last updated:
4 days ago

Change

® Microsoft Authenticator
Push multi-factor authentication (MFA)
iPhone 12 mini

Delete

Lost device? Sign out everywhere

mysignins.microsoft.com
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