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Purpose

The purpose of this document is to define the steps to set up the Microsoft Authenticator for
your account,

Scope

This document will provide step-by-step instructions on setting up the Microsoft
Authenticator.
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Topic 1: Initial Authenticator Setup through Web Browser

Sign in to Your Browser ¢ You will be sent to your account’s security info page.

e Visit https://myaccount.microsoft.com/ and sign in with your e Click on “Add sign-in method”.
credentials.

¢ You will be sent to your Microsoft account overview page. Secu r|ty info

* YO;,.I should see the “Security Info” section with the "UPDATE INFO” These are the methods you use to sign into your account or reset your password.
option.

o Click on “UPDATE INFQO”.
-+ Add sign-in method

Security info

Yy

Keep your verification methods and security
info up to date.

UPDATE INFO >
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https://myaccount.microsoft.com/

You will be greeted by a popup window.
Click on “Choose a method” to reveal a dropdown menu.
Choose “Authenticator app” then click “Add”.

Add a method

Which method would you like to add?

Authenticator app v |

You will be greeted by Microsoft’s setup process.
Click “Next” to continue.

Microsoft Authenticator x

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

Can(el m

I want to use a different authenticator app
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e Click “Next” to continue.

Microsoft Authenticator X

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

e -

e You will be greeted by the QR code needed to scan on your
mobile device.
e Here, you will transition to your mobile device.

Microsoft Authenticator x

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microseft Authenticator
app with your account.

After you scan the QR code, choose "Next".

e | N




Topic 2: Continue Setup on Phone

Begin Authenticator App Setup
¢ You will now transition to your phone.
o The Microsoft Authenticator app should already be installed
on your company phone.
= If the Microsoft Authenticator app is missing, install it
through the Comp Portal app.
» Please reach out to Business Support if you are _
having any issues. & ﬁ‘;ﬁf;f,;‘;fkfom
o Microsoft Authenticator NOT already downloaded to your
preferred mobile device?
= Use this link to install:
https://www.microsoft.com/en-us/security/mobile-
authenticator-app

e The Microsoft Authenticator app will look like the sample image
below.

Adding MFA to Your Account
¢ You should see your account in the authenticator app.

¢ |f you do not see your account, click here to move to Topic 2.1.
e Tap on your account.

= Authenticator Q +

Already have a backup?
Restaore your account.

Begin recovery

Authenticator
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https://www.microsoft.com/en-us/security/mobile-authenticator-app
https://www.microsoft.com/en-us/security/mobile-authenticator-app

Tap on “Set up 2-step verification” to continue. e Tap on “Continue”.

I-‘EI Microsoft Entra ID

@newpark.com

EI Microsoft Entra ID

@newpark.com

WAYS TO SIGN IN OR VERIFY

WAYS TO SIGN IN OR VERIFY
Connected account

% This account is used to sign in to other apps on Connected account
this device This account is used to sign in to other apps on
this device

OTHER WAYS TO SIGN IN

OTHE
% Set up 2-step verification

Do you have a backup?
Verify your sign-ins with notifications

If you add an account, you will no >
longer be able to recover from backup.

Cancel Continue
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e You will be prompted to scan the QR code from your browser. e After scanning, the authenticator app will send you back to the

e Scan it using your authenticator app. accounts page of the app.
o Click “Next” to continue. e Tap on your account.
Microsoft Authenticator X = Authenticator Q-+
Scan the QR code EI Newpark Resources, Inc.

Il @newpark.com

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microseoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

e -

] L © B

Authenticator Passwords Addresses Verified IDs
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You will now see the “One-time password code” section appear. e Continue to Topic 3.
You will need to use the six (6) digit code to verify and confirm the
authenticator was added to your account.

Newpark
Resources, Inc.
@newpark.com

WAYS TO SIGN IN OR VERIFY

Notifications enabled

% You can use this device to approve notifications to
verify your sign-ins

One-time password code

“

OTHER WAYS TO SIGN IN

Da Enable phone sign-in

MANAGE
P Change password

9, Update security info

@ Review recent activity
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Topic 2.1: No Account within Authenticator App

Add Account in the App
¢ In the Microsoft Authenticator app on your phone, tap “Add account”.

= Authenticator + < Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

. . Personal account

e Tap on “Work or school account”.

. Work or school account
1

R Other (Google, Facebook, etc.)

Ready to add your first account?

Any Microsoft account or other type of
account you add will appear here.
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Scan QR Code
e Tap on “Scan QR code” in the app and allow camera access.

Add work or school account

Sign in

Scan QR code

Cancel
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Topic 3: Continue Between Web Browser and Phone Setup

You will need to transition back to your browser.
Back on the “Keep your account secure” page, click “Next”
to display the QR code and scan it with your phone.

Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microscft Authenticator
app with your account.

After you scan the QR code, choose "Next".

e | N
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Confirm the Setup

e You will need to use the number shown on your browser screen for your
authenticator app.

e The example image uses the number: 71.

Microsoft Authenticator e

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.

- 71




Now transition back to your phone.

You will need to type in the number that was shown on the

browser screen.
Type in the number.
Tap “Yes”.

Newpark

Resources, Inc.

Enter number

(o No, it's not me

OTHER WAYS TO m

[} Enable phone sign-in

Are you trying to sign in?
Newpark Resources, Inc.

WAY¢ 2 ewpark.com

Enter the number shown to sign in.

] 2 | &
a | 5 | &
7] & | .

0 X
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Now transition back to your browser and the setup for Microsoft

Authenticator app will be completed.
Click “Next” to continue.

Microsoft Authenticator

Motification approved

v

e -




Verify Authenticator
¢ You will see a popup window confirming the Microsoft Authenticator was successfully registered to your account.

Microsoft Authenticator app was successfully b
registered

e You will also see it in your Security Info page.

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sigm-in method when most advizable is unavailable: Microsoft Authenticator - notification Change
-+ Add sign-in method

Last updated: -
El Password 4days ago Change

= Microsoft Authenticator (in microsoftiuthenticator)

" Push multi-factor authentication (MFA) Fhone 12 mini Delete
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Adding Phone Number

On your browser, go to https://mysignins.microsoft.com.

You may need to log in using your Newpark credentials.

You will be taken to the Recent activity page of your account.
Click on “Security info” on the side of the page.

e :
n My 5 gn-ins

Recent activity

Recent sctivity
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https://mysignins.microsoft.com/

¢ You will be taken to the Security info page.
o Click on “Add sign-in method”.

Security info

Thesa are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advizable iz unavailable: Microsoft Authenticator - netification Change
~+ Add sign-in method

) Last updated: -
E Password 4 days ago Change

Microsoft Authenticator (in microsoftAuthenticator)

Push multi-factor authentication (MFA) iPhone 12 mini Delete

e You will be greeted by a popup window.
e Click on “Choose a method” to reveal a dropdown menu.
e Choose “Phone” then click “Add”.

Add a method

Which method would you like to add?

Phone v |
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Enter Your Phone Number Verify with the Received Code

e Enter your cell phone number for secondary authentication. ¢ You will receive a text message containing the six (6) digit code.
e Click “Next” to continue. e Enter the code in the “Enter code” field.

e Click “Next” to continue.

Phone K
Phone b

You can prove who you are by receiving a code on your phone.

What phone number would you like to use? We just sent a 6 digit code to +1 _ Enter the code below.

Enter code

‘ United States (+1) | Enter phone number

Resend code

@ Receive a code

Message and data rates may apply. Choosing Mext means that you
agree to the Terms of service and Privacy and cookies statement.

Cancel

Page 16



e The verification will complete, and the phone number will be registered.
e Click “Done”.

Phone et

° Verification complete. Your phone has been registered.

Setup Completed
e You will now see your phone number registered to your account.

Security info

These are the methods you use to sign into your account or reset your password.

Set default sign-in method

-+ Add sign-in method

% Phaone +1 _ Change Delete
) Last updated: -
El Password 4days ago Change

Microsoft Authenticator

Push multi-facter authentication (MFA) Delete
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